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CYBER SCAMS

PIXABAY

It is important to be alert and use security measures such as two-factor authentication.

Understanding phishing:
tips and prevention

Some entities in the Principality have publicly reported being the victims of an attempted scam.

LAURA GOMEZ RODRIGUEZ
ESCALDES-ENGORDANY

Cybersecurity is not just a con-
cern for businesses or instituti-
ons, but for anyone who uses the
internet. Cybercrimes, such as
phishing, are increasingly sop-
histicated and frequent. There-
fore, itis essential to understand
how these threats work and how
we can protect ourselves. From
the Andorran Police, they main-
tain the objective of educating

society on this issue, for this re-
ason they have shared key infor-
mation to be safer online.

PHISHING: WHAT ITIS AND HOW ITWORKS /
Phishingis one of the techniques
most used by cybercriminals to
deceive people and obtain per-
sonal information, such as pass-
words or bank details. These at-
tacks often appear as emails that
appear to come from a legitima-
te source, such as a bank or par-
cel company. «These are the tech-

niques used to deceive someone.
He pretends to be someone legiti-
mate, a company, a mail service,
a supermarket, a bank,» explain
the agents.

A common example is recei-
ving an email pretending to be
from a shipping company infor-
ming you that you have a packa-
ge waiting to be picked up and
asking you to click on a link to
see the delivery status. If the user
falls for the trap, they could end
up revealing their password or

other sensitive data.

VARIANTS OF PHISHING / Phishing is
not limited to emails only. The-
re are several variants of this at-
tack that can be presented in dif-
ferent ways:
Smishing:Itisavariantofphis-
hingthatarrivesby SMS.The user
receivesatextmessage thatappe-
ars to come from a trusted sour-
ce, such as a bank, and contains
alink or a request for personal
information. «They always have
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patterns that are always the sa-
me. There is a reason for urgen-
cyin the middle», say the agents,
warning that these messages of-
ten try to create a sense of urgen-
cyor fearso that the useracts wit-
hout thinking.

Phishing web: In this case,
cybercriminals create fake websi-
tes that imitate legitimate ones,
with the aim of tricking the user
into entering their personal in-
formation. «Directly you find a
web game that simulates the le-
gitimate web game», they warn.
It is important to always verify
that the website URL is correct
and starts with HTTPS, which in-
dicates that the connection is se-
cure.

Spear phishing: This techni-
que involves a more targeted at-
tack, in which cybercriminals
gather information about the-
ir victim to make the deception
more believable. For example,
they can impersonate a superior
in a company and send an email
to employees asking them to ma-
ke a wire transfer to a fake acco-
unt.

Telephone spoofing: This vari-
ant involves impersonating the
telephone number of a legitima-
te entity. When you receive the
call, the number that appears on
your device looks legitimate, but
it’s actually a scam. «The basic re-
commendation here is to ignore
the beginning of what they tell
you and call directly to the place

from where they say they are ca-
lling you», point out the agents,
emphasizing the importance of
alwaysverifying theinformation
before acting.

HOW TO AVOID FALLING FOR PHISHING
AND OTHER CYBERCRIMES /7 Avoiding
being a victim of phishing or ot-
her cybercrimes requires a com-
bination of preventive measures
and common sense. Officers re-

If the user falls for the
trap, they could end
up revealing their
password or other
sensitive data

Phishing has
several variants
that can be
presented in
different ways

commend a series of steps that
everyone should take to protect
themselves:

Don’tclickon suspicious links:
If you receive an email or text
message with a link you didn’t
expect, don’t click on it. Instead,
go directly to the company’s offi-
cial website by typing the URLin-
to your browser.

Use two-factor authentication:
This measure adds an extra layer

of security, making it much har-
der for cybercriminals to access
your accounts even if they get yo-
ur password. «I have it in all the
accounts. In all my accountsI ha-
ve the double factor», comments
one of the agents, highlighting
the importance of this step.

Check website security: Whe-
never you enter personal or fi-
nancial information on a websi-
te, make sure the address starts
with HTTPS. This indicates that
the connection is encrypted and
more secure.

Educate yourself and others:
The more knowledge you have
about how these attacks work,
the better you can protect your-
self. Talking to friends and fami-
ly about these threats is also a go-
od way to help prevent others
from falling into the same traps.

Prevention is key to avoid be-
coming a victim of cybercrimes
such as phishing. As Andorran
police officers emphasize, it is
important to be alert, use secu-
rity measures such as double fac-
tor authentication, and stay in-
formed about the latest techni-
ques used by cybercriminals. «If
you are doubting, inactionv», is
the advice they give to avoid fa-
lling into these traps. Remem-
ber, cyber securityis a shared res-
ponsibility that requires attenti-
on and caution at all times.

SOME CASES 7 In recent months,
the Principality has witnessed

several phishing attempts that
have affected different entities.
On August 19th, Andorra Tele-
com warned of a phishing attack
using the andorra.ad email ad-
dress. The entity communicated
through a tweet on X (formerly
Twitter) that it was working to
deregister the fraudulent websi-
teand blockits access from brow-
sers.

Previously, on August 6th, the
University of Andorra warned of
an attempted online scam circu-
lating through false advertise-
ments about courses supposed-
ly taught by the university. The
entity reminded that registrati-
ons canonlybe made throughits
official page and that the disse-
minationis always carried outin
Catalan and through its official
profiles.

Also,on May 24th,MoraBancis-
sued an alert on social networks
about an attempt, in this case
Smishing, in which confidenti-
al customer data was requested.
The entity stressed that it never
requests personal information
through links in text messages
or WhatsApp, warning users of
the risk of falling for this type of
fraud.

However, these incidents un-
derline the importance of main-
taining vigilance and follo-
wing the safety recommendati-
ons we must have on the net to
avoid being victims of this type
of scam.e
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